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Case Study #4: Designing a global management data system 

Problem Statement 

 Companies may average on about eight different systems where data is 

stored and then to be able to access partner data would double the amount of data 

needed to manage. How does a company manage such a diverse amount of data 

and ensure that the knowledge is preserved; not gone with an employee has 

changed position or left the company?  

Challenges & Opportunities 

 Too much data to manage, incompatible platforms, no linkage between 

different systems are some of the challenges when handling big data. This is where 

master data management is needed. Master data management (MDM) is a 

comprehensive method of enabling an enterprise to link all of its critical data to one 

file, called a master file, that provides a common point of reference (Rouse, n.d.). 

When properly done, MDM streamlines data sharing among personnel and 

departments; MDM can facilitate computing in multiple system architectures, 

platforms and applications (Rouse, n.d.); Figure 1, MDM from a global view. The sky 

is the limit when you manage global data.  

Figure 1. MDM (Absolute, https://blogs.absolute.com) 
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Aggarwal (2014) listed a few challenges in regards to master data management 

(MDM:  

 Integrating a variety of independently generated sources cost effectively at 

scale - scaling to 100s or 1000s of sources 

 Applying business context rather than IT context to the integration and 

allowing for several different versions of the truth based on context.   

 Adapting to the changes in sources rapidly 

Raynott (2016) stated a few additional challenges in handling master data 

management:  

 It is not a project but a solution for every problem related to data 

management. Consequently, it gives the solution to the challenges of 

maintaining and growing a business. 

 Master data management always related with whole business. All 

departments require a one way of the descriptive data source for their distinct 

activities. All need their data or information which is usable as input for their 

job functions. 

 It is also denoted as a technology platform and hence need to identifying the 

goals, accessible quality, a new way of managing information. 

 It is prevalent that MDM needs to be considered not only as an IT solution but 

the business aspect of managing data in a secure and accessible environment. 

There are lots of aspects of concern like correct operations, true business data, 

research and development, higher quality and structure to understand the 

presentation (Raynott, 2016). 
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It comes down to the five challenges to deliver on the promises of MDM (Josephine, 

2014): 

1. Modeling Agility: creating the single version of the truth 

2. Data Accuracy: managing the data quality 

3. Lines of Business Accountability: establishing data stewardship 

4. Data Accessibility: Connecting enterprise sources and beyond 

5. Master Data Actionability: connecting to processes real time 

Figure 2. Five challenges to deliver on the promises of MDM (Josephine, 2014) 

 

 Know your customer, know your products and know your suppliers. This is the 

only way to ensure the right information is captured. Companies have the opportunity 

to define how their data should look, collaborate with IT to set the rules of the master 

data to facilitate usage for data consumers with the inclusion of security; then 

comprehensive information management applications will be created by the vendor. 

If changes are needed, then the requirements are updated and regenerated with the 
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rules. All this effort reduces implementation time, especially working with a vendor 

that has this sort of specialized software. Benefits of having MDM is the ability to 

make data driven decisions, improve collaboration with employees, customers, 

partners and stakeholders; and increase productivity (Information Builders, 2017); 

Figure 3.    

Figure 3. Know your source of data and its journey (Information Builders, 2017) 

 

 

Business Solution 

 Governance. The processes of interaction and decision-making among the 

people involved in a collective problem that lead to some sort of alignment and 

consistency across the board; managing data. How to manage data to get the most 

out of it? Josephine (2014) provided a schematic regarding the journey from data 

integration to information governance (Figure 4). It shows how IT and the lines of 

business need to meet. IT will set up the structure based on the business needs but 

how do we continue that collaboration effort as more data comes in or systems 
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change? Creating some sort of governance committee where IT is a member and 

provides that linkage between data management information technology side to the 

business driver.  

Figure 4. The Journey from Data Integration to Information Governance (Josephine, 

2014) 

 

In addition to governance, senior management needs to have some sort of 

understanding of the IT side when managing the data. For example, Seclore 

provides an overview of information based on what they can provide and how it is 

designed. It provides a big picture of the data’s journey, Figure 5 and Table 1.   
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Figure 5. Seclore’s Data-Centric Security Architectural Elements (Seclore, 2017)  

 

Table 1. Seclore’s Data-Centric Security Architectural Elements (2017): 

Policy Server:  The command-and-control center of the Seclore system that is 
used to manage usage policies, user permissions, protected 
files, activity logs, and other information 

Identity Manager:  Our own LDAP system that functions like a full-fledged Identity 
and Access Management system with users, groups, OUs with 
registration and self-service workflows 

Lite Server:  The server used to access protected files using Seclore Lite 
Online, our browser-based module 

IAM Systems:  Any Identity and Access Management, Identity Federation, or 
Single sign-on system integrated with Seclore FileSecure for 
user authentication 

EFSS:  Seclore adds persistent data security to files that are shared via 
Enterprise File Synch and Share (EFSS) systems 

File Servers:  File servers with folders (called ‘Hot Folders’) configured to 
secure files as soon as they are placed inside them 

ECM Systems:  Enterprise Content Management (ECM) systems (e.g. IBM 
FileNet, Microsoft SharePoint) that are seamlessly integrated 
with Seclore to automatically add data-centric security at the 
point of download 

DLP Systems:  Data Loss Prevention (DLP) Systems (e.g. McAfee DLP, 
Symantec DLP) that are integrated with Seclore to automatically 
secure files discovered by DLP 

Enterprise 
Applications:  

Enterprise applications (e.g. SAP and Transactional Systems) 
integrated with Seclore to automatically apply data-centric 
security to downloaded files, reports, and other extracts 
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Lessons Learned/Business case 

 Why MDM? There is an urgent need to refresh current processes linked to 

master data (Josephine, 2014). Figure 6 is a breakdown of reasons why to 

implement MDM. The top five reasons are:  

1. Complete views of business entities 

2. Sharing data across the enterprise 

3. Data-based decisions and analyses 

4. Customer intelligence 

5. Operational excellence 

Figure 6. Top Reasons for Implementing MDM (Josephine, 2014) 

 

 The reasons are in line with companies are heading towards. Companies 

want to know what their employees are doing, being able to access that information. 

Want to understand how the business is going; the elements of the customer and the 

drive to continue to strive for excellence in operation. Companies need to as things 
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move to the digital realm at warp speed. In addition to the top reasons why to 

implement MDM; companies need to be aware on how critical it is to manage their 

data in order to be truly successful. Figure 7 illustrates the business case of using 

MDM.  

Figure 7. Business case of implementing MDM (Josephine, 2014) 

 

Why I care 

 The sky is the limit when you manage global data. There is so much data to 

manage and it seems overwhelming on where to begin. Keep it simple. Start with 

what you want, what would you like to see; then the vision will come and a team will 

help make it happen. Figure 8 reinforces the steps needed to implement MDM. What 

is the journey of the data and it doesn’t mean all data needs to be managed. There is 

no benefit on making decisions on bad or obsolete data. Understand what the 

appropriate data is and go from there.  
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Figure 8 Journey to Data Governance (Josephine, 2014) 

 

Does MDM evolve? Absolutely, as more systems are available, different formats of 

data created. MDM needs to be able to handle this rapid change. Figure 9 provides a 

comparison on what businesses need to look for and be aware as they implement 

MDM. As digital world is evolving, understand the business needs to evolve with it or 

it will be left behind.  

Figure 9. Next Generation of MDM (Josephine, 2014) 
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